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Agenda A

* Introductions & housekeeping
* Who is Symantec Hosted Services & what do we do?

Why Software-as-a-Service?
« Market demand & customer drivers for web security
* Messagelabs Hosted Web Security

*  How to:

— Uncover a Hosted Web opportunity
— Handle common objections

- Resources and next steps
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Our approach to hosted services... SR,

Messagelabs, as the
security as a service
pioneer, brings the

global SaaS platform,
support & expertise

Symantec is committed to SaaS — has now
established a new brand on a par with Norton,
Symantec Hosted Services to support the
evolution of SaaS



Who Is Symantec Hosted Services

What do we do?
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® Currently 21,000 clients with 8.6 million users in 99 countries
® Processing around 3.8 billion email connections  per day

® Controlling access to 1.1 billion web connections  daily

® Incorporating 14 data centres spanning four continents
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Why Software-as-a-Service? seRvices )

9 Stop malware before the network

9 No need to manage hardware or software

9 Low, predictable costs through operational expense

9 Quick and easy setup with the full support of MessageLabs
Engineers team

9 Pricing Is per user per month

9 Easy to add or remove users

9 Simplified management — no software or appliances to

deploy, or upgrade, and new features are added continuously
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Why MessagelLabs Hosted Web Security? STl

Unmatched Service Level Agreements

Web Anti-Virus
— 100% protection against known Web viruses

Web Service Availability
— 100% service uptime

Web Latency
— Average scanning of Web content within 100 milliseconds

Technical Support
— Response times for critical, major and minor calls
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Companies today encounter a challenge
around allowing users business and
reasonable personal web access while
making sure that they are protected against
the common threats:

 Productivity

« Offensive Materials
e Abuse of resources
e Malware



Driver 1: Productivity

Harmful

3% - 58% of browsing is not work

related

* 35% of users spend an
hour each day on
recreational surfing

* One in seven users
accesses harmful sites (e.qg.
illegal sites, hate, adult)
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To Facebook or Not To Facebook?

* In the past, companies had a “trust” relationship with
employees, with a relatively open policy.

» As Facebook became more popular with younger users,
many companies sought to block it for security and
productivity reasons.

* Now many companies use Facebook as a promotional and
advertising platform, and HR uses it to research applicants.

But the security and productivity iIssues haven't go ne away
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* Audio + Video = 25% of
downloads!

M Content

M Video + Audio
M Archives

| Executable

M pdf
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Web Security Services (Version 2.0) Activity:

New Malware Sites per Day New sites with

. web viruses
o sp re EBEIdayr Mew sites with SPYWare

New sites with web viruses 1,478/day
Total 1,760/day
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MessagelLabs Intelligence data from May 2009:

* 84.6% of website domains blocked for hosting malicious
content are well-established domains that are over a year old

» 15.4% of domains blocked are domains that are less than a
year old

* 10.2% are domains that are less than a month old

» and 3.1% are domains that are less than a week old



Facebook Delivered Viruses

facehnuk Home Profile  Friends Inbox

| Inbox | Sent Messages

Motifications | Updates |
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New Web Threats

5. Favorites | & YuoTube - Broadcast Yourself, - Secret video

Reqistration Suppork

« Back to Inbox Repor

Michelle %" sent you a

Facebook to me : everit‘l,li Status | =~

Michelle sent you a message. aosils FilllT Reartime Protection| Ankivirus P 2008 has Found 1370 threats, It is recommended to proceed with removal. fedium  Infected!
i |

Subject: And whhat if oyur sppous Q ! Irfected
Known wiruses ; 1025 ha Infected!

"Oh i Infected

hitp:/fwwiv facebook com/ext/shar Win32adwre Mitum... Virus applications used to deliver advertizements b Infected!

Win32/IRCBaot.AdH The IRCEot.&4H mabware family iz a group of bot .. Infected!
‘Wind2iadware Sear...  Program iz used to direct & browser to display pop-... Infected!
Wind2 tdware Sear..  Program is used to direct a browser to display pop-... Infected!
Wind2/adware Sear..  Program iz used to direct a browser to display pop-.... Infected!
Win32/RCB ot AdH The IRCE ot 24H malware family iz a group of bot .. Infected!
‘Win32adwre Mitur, . Viruz applications used to deliver advertizements ¢ Infected!
‘Wind2iadware Sear...  Program iz used to direct a browser to display pop-... Infected!

To reply to this message, follow th
http:/hwnw facebook. com/n/Zinbos

Want to contral which emails you

http:/havwnw facebook. com/editace:
AQOTexMNzYwhizA1MTt0bz01MDc Filem

Get Maximal
Realtime
Protection

- - with Antivirus 5P
» Reply =¥ Forward s €3 System information

il 27 3R R X

ankivirus has Found 1331 viruses on vour computer, Ik is
recommended to disinfect files as soon as possible,
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MessagelLabs Hosted Web Security HOSTED
INTERNET BASED
User browser  Web proxy Inbound
OPrOtect
E N E N ‘ Anti-Spyware

Anti-Virus

° Control

URL Filtering

Your Network
Firewall

Web Server

Outbound




Monitoring and Reporting

Online Help
Online Help.»
Access online administrative help information

Read More =

Configure my services=
Read More =

Trace an email =
Read More =

Receive SMS Alert -
Read More =

Submit a change Request -
Read Mare =

Submit a Spam Sample =
Read More =

Escalate a Ticket-
Read More =

NEW! Content & Image Control service to

include PDF document scanning — Now Live!
=

Moantant 8 Ieanna T anteal coannen tn dnelods DNDE

(®) Email Dashboard () Web Dashhoard

Overview t| Anti-Virus U Anti-Spam N Image Cantral N Gantant Control Ii Archiving I

CligntNet Dema 16 July 2009,05:54:06

Total Emall Violume
2 Inbound (694,994
2 Dutbound (245,758)

o &
Wad Thu F Sat Sun Maon Tus
Inbound Summary Top § Viruzes Globally
o 1 Link-Adware.Gen an
it 2 Packed.Generic-Ocda-4 3%
: Anti-Virus 3 Packed.Generic-8507-0 1%
Imiage S 4 Link-Exploit/LinkAll... 1%
® Gorient one 5 Exploit/LinkAliasFos... 1%
& vaiia & Other Viruses 92%
)
| All Domains ¥ | | 7Days |3 |
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Dashboard — 1 year
of high level
Information

Detailed reports up
to 6 months of URL
and Malware
Information

Audit reports in PDF
format

Scheduled reports
sent directly to you
INbox

16
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Further Reporting

Top 20 Destinations by Bandwidth (MB)

Top 10 Destinations

=
617.08— 072.36 M http://www.actuaries.org.uk
1,418.20 544.51 B http://www.bankofengland.co.uk
1,965.94 209.17 B http://msnbc.vo.llnwd.net
96.84 B hitp://www.fsa.gov.uk
54 .28 B http://mirrors.yocum.org
2 378 20 M http://www.frc.org.uk
' B http://www.abi.org.uk
B http://ftp-mozilla.netscape.com
B http://cdn1.fligz.com
B http://cache.googlevideo.com
B Other

|—7,223.51

3,037.06



Flexible Policy creation engine

URL (

Rule Groups 1 1 Specific URL= 1

Categories

Create, edit or delete Web URL Fittering rule= and determine the order in which rules are applied.

New Rule

Showing 1 - 10 of 43 polcy rules =< First | =Previouz | Next> | Lasts>

Content Types 1

O | 1 | HTTPS BLACKLISTIN ves ves Yes Ves Block&Log | |A] [¥] | Active
O | 2 | social Networking Site Yes ves Yes No BockaLlog | [A] [®] | nactive
O | 3 | streaming video for Jim Ves Mo Yes Ves alowslog | [A] [W] | Active
3 | 4 | Whitelisted URL No No Yes Yes Allow & Log E] |E| Active
O | 5 | TestBlock sports No No Ves ves Block&Log | || [W] | Active
| & | block con.com No Yes Yes Yes Block & Log @ E Inactive
O|7 rFrDERLE% Ef;‘“ O SIESEREERT ves No Yes No Block [A] W] | Actve
O | & | TLOG ALL HTTP TRAFFIC No No Ves No Alow alog | [A] [W] | Actve
O |13 ﬂsu?:”" Gy ies Dorin Yok Ves o ves No Biock&Log | [A&] [W] | actve
O | 17 | T DENY IP RANGE TO WALMART Yes No Yes. No Block [A] ] | Active




54 Pre-defined Categories
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Selkect the URL Categories you would like to include as part of this rule. You can navigate between tabs for this rule without lo=ing =ettings

before =ubmitting.

O lgnore URL Categories

] unclassified

[ adutiSexually Explicit
[ ans

|:| Caches & Archives
[ criminal Activity

|:| Entertainment

[] Food & Dining

|:| Government

[[] Hobbies & Recreation
|:| Infrastructure

|:| Job Search & Career Developrment

|:| News

'@' U=ze URL Categories below

|:| Advertizements & Popups
|:| Blogs & Forums

[ chat

[] Downloads

|:| Fazhion & Beauty

|:| Gambling

|:| Hacking

|:| Hoszting Sites

|:| Intimate Apparel & Swirmwear
[ Kids Sites

|:| Peer-to-Peer

[] Alcohol & Tobacco
[] Business

|:| Computing & Internet
[] Education

[] Finance & Investment
(] cames

[] Health & Medicine
[] llegal Drugs

[] intolerance & Hate
[ Motor vehicles

|:| Perzonalz & Dating

im




Sample policy

O |1 ?Elllghuuk for No Yes Yes No Allow [A] [®] | mnactive
Ops
Ol 2 g'ﬁ";‘ fi?iﬁlll No No Yes No Block [&] [#] | inactive
O | 3 | Facebook rule Yes No Yes Yes Block&Log | [A] [W] | Active
O | 4 | Alow webmai No Yes Yes No BlockaLog | |A] [W] | Active
O | 12 | Block video No No No Yes BlockaLog | [&] [W] | Active
O | 17 | streaming No Yes Yes No Allows [A] [®] | Active
O | 20 | banned stes No No Yes No BlockaLog | [&] [W] | Active
® | 43 | No Adutt sites No No Yes No Block& Log | [&] [¥] | mactive
(:} 57 J'.E'h..'l!ulilr;t‘s..u:l:rm No No Yes Yes Allow & Log @ |E| Inactive
EXE'S
O | s0 E;fk facebook | yeq No Yes No Block&Log | [&] [W] | mactive
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No access to travel,
leisure and sport
between 9am and
opm

NO access to sex,
guns or drugs

NO access to
streaming audio and
video

Only support can
download
executables
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e It Freview - Windows internet Lxplorer

Scans HTTP and
Messagelabs FTP/HTTP traffic

Multiple signature
(R based AV engines

The web page you were attempting to access [url] has been blocked by the Web Anti-Spyware &
Anti-Virus Service, because it containg malware or potentially unwanted content [malware].

Your computer has been protected from this threat and no further action iz required on your part

Skeptic technology

Customizable block
Friday, 03 July 2009 15:36:24 messag eS

Converged analysis

<100ms Latency

||Done ------- % Lacal intranet | H100% <
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Roaming User Protection

* Designed for Off-site or Laptop Users

e Provides protection from Web Viruses
Regardless of Location

* Allows for enforcement of policy when
users are off the corporate network
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* Lowers costs

— Fewer infections = less cleanups

— Administration and management
— Hosting
— Lowers bandwidth charges
* Improved productivity
— Fewer infections = less time without a computer
— Reduced access to non-work related sites
* Reduced risk

— Offensive materials
— Information leakage
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Content related discovery:

How do you monitor and control Web activity?

—  Who uses the web most?

—  How much of your browsing is not work related or unsavoury?
—  What happens if half the office stream the same content?

Malware related discovery:

How are you protecting your systems from malware
entering your organisation over the Web?

—  This is the most common way threats infiltrate corporate networks.
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Next steps: Sales Resources

An email will be sent to you after this session containing:

For external use:
« Customer presentation
« Customer data sheet (product flyer for clients)

For your internal use:
» Sales cheat sheet — objection handling etc

* Webinar presentation overview (today’s
session)

Email enquiries:
anzpartners@messagelabs.com

DF
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THANK YOU

Email enquiries:
anzpartners@messagelabs.com

DF



