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Agenda

• Introductions & housekeeping

• Who is Symantec Hosted Services & what do we do? 

• Why Software-as-a-Service? 

• Market demand & customer drivers for web security

• MessageLabs Hosted Web Security 

• How to:
– Uncover a Hosted Web opportunity 

– Handle common objections

• Resources and next steps
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Our approach to hosted services…

Symantec provides 
the security heritage, 

commitment & 
resources

MessageLabs, as the  
security as a service                           
pioneer, brings the 

global SaaS platform, 
support & expertise

Symantec is committed to SaaS – has now 
established a new brand on a par with Norton, 

Symantec Hosted Services to support the 
evolution of SaaS
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Who is Symantec Hosted Services
What do we do?

• Currently 21,000 clients with 8.6 million users in 99 countries
• Processing around 3.8 billion email connections per day
• Controlling access to 1.1 billion web connections daily
• Incorporating 14 data centres spanning four continents

• Currently 21,000 clients with 8.6 million users in 99 countries
• Processing around 3.8 billion email connections per day
• Controlling access to 1.1 billion web connections daily
• Incorporating 14 data centres spanning four continents
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Why Software-as-a-Service?
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Stop malware before the network 

No need to manage hardware or software

Low, predictable costs through operational expense

Quick and easy setup with the full support of MessageLabs 

Engineers team

Pricing is per user per month

Easy to add or remove users

Simplified management – no software or appliances to 

deploy, or upgrade, and new features are added continuously 



Why MessageLabs Hosted Web Security?

Unmatched Service Level Agreements

• Web Anti-Virus 
– 100% protection against known Web viruses  

• Web Service Availability 
– 100% service uptime  

• Web Latency 
– Average scanning of Web content within 100 milliseconds  

• Technical Support 
– Response times for critical, major and  minor calls
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Customer Drivers for Web Security

Companies today encounter a challenge 
around allowing users business and 
reasonable personal web access while 
making sure that they are protected against 
the common threats:
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• Productivity
• Offensive Materials
• Abuse of resources
• Malware



Driver 1: Productivity

• 58% of browsing is not work 
related

• 35% of users spend an 
hour each day on 
recreational surfing

• One in seven users 
accesses harmful sites (e.g. 
illegal sites, hate, adult)
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To Facebook or Not To Facebook?

• In the past, companies had a “trust” relationship with 
employees, with a relatively open policy.

• As Facebook became more popular with younger users, 
many companies sought to block it for security and 
productivity reasons.

• Now many companies use Facebook as a promotional and 
advertising platform, and HR uses it to research applicants.

But the security and productivity issues haven’t go ne away
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Driver 2: Adult/Offensive Material
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Driver 3: Abuse of Resources

Content

Video + Audio

Archives

Executable

pdf

• Audio + Video = 25% of 
downloads!
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Driver 4: Malware

MessageLabs Intelligence data from May 2009:

• 84.6% of website domains blocked for hosting malicious 
content are well-established domains that are over a year old

• 15.4% of domains blocked are domains that are less than a 
year old

• 10.2% are domains that are less than a month old

• and 3.1% are domains that are less than a week old
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Facebook Delivered Viruses

AC



New Web Threats
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MessageLabs Hosted Web Security
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Monitoring and Reporting

• Dashboard – 1 year 
of high level 
information

• Detailed reports up 
to 6 months of URL 
and Malware 
information

• Audit reports in PDF 
format

• Scheduled reports 
sent directly to you 
inbox
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Further Reporting

17AC



Flexible Policy creation engine 
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54 Pre-defined Categories
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Sample policy

1. No access to travel, 
leisure and sport 
between 9am and 
5pm

2. No access to sex, 
guns or drugs

3. No access to 
streaming audio and 
video

4. Only support can 
download 
executables
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Malware Protection

• Scans HTTP and 
FTP/HTTP traffic

• Multiple signature 
based AV engines

• Skeptic technology

• Customizable block 
messages

• Converged analysis

• <100ms Latency
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Roaming User Protection

• Designed for Off-site or Laptop Users

• Provides protection from Web Viruses 
Regardless of Location

• Allows for enforcement of policy when 
users are off the corporate network
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Business Impacts

• Lowers costs
– Fewer infections = less cleanups

– Administration and management

– Hosting

– Lowers bandwidth charges

• Improved productivity
– Fewer infections = less time without a computer

– Reduced access to non-work related sites

• Reduced risk
– Offensive materials

– Information leakage



Web Discovery Questions

Content related discovery:
How do you monitor and control Web activity? 
– Who uses the web most?

– How much of your browsing is not work related or unsavoury?
– What happens if half the office stream the same content?
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Malware related discovery:

How are you protecting your systems from malware 
entering your organisation over the Web?  

– This is the most common way threats infiltrate corporate networks.



Next steps: Sales Resources

An email will be sent to you after this session containing: 

For external use:

• Customer presentation

• Customer data sheet (product flyer for clients)

For your internal use:

• Sales cheat sheet – objection handling etc

• Webinar presentation overview (today’s 
session)

Email enquiries:

anzpartners@messagelabs.com
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THANK YOU
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Email enquiries:
anzpartners@messagelabs.com


